
Critical Infrastructure Partnership Advisory Council (CIPAC) 

2013 CIPAC Plenary 

Agenda 
Tuesday, November 5, 2013 

Location: Walter E. Washington Convention Center 
801 Mt. Vernon Place, NW, Washington D.C. 20001 

Dial In: 888-233-8076 PIN: 8286622 

 
7:30 a.m. – 8:30 a.m.   Registration 

8:30 a.m. – 8:35 a.m.  Call Meeting to Order 
Caitlin Durkovich – Co-Chair  
Assistant Secretary for Infrastructure Protection  
U.S. Department of Homeland Security 

 Robert Dix – Co-Chair  
Chair, Partnership for Critical Infrastructure Security (PCIS), 
Vice President Government Affairs and Critical Infrastructure 
Protection, Juniper Networks 

8:35 a.m. – 8:40 a.m. Roll Call 
Larry May 
Designated Federal Officer, CIPAC 
U.S. Department of Homeland Security 

8:40 a.m. – 8:50 a.m. Welcome 
Nitin Natarajan, Director Critical Infrastructure Policy, National 
Security Staff 

8:50 a.m. – 9:30 a.m. Opening Remarks 
Federal Interagency Partners 
Caitlin Durkovich, Chair, Federal Senior Leadership Council 
(FSLC) Assistant Secretary, Office of Infrastructure Protection (IP) 

State, Local, Tribal, and Territorial Partners 
Mike McAllister, Chair, State, Local, Tribal, and Territorial 
Government Coordinating Council (SLTTGCC), Deputy Secretary 
of Veterans Affairs and Homeland Security, Office of Governor 
Robert McDonnell 
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8:50 a.m. – 9:30 a.m.  Critical Infrastructure Sector Partners 
Robert Dix, Chair, PCIS, Vice President Government Affairs and 
Critical Infrastructure Protection, Juniper Networks 

Regional Partners 
Chris Terzich, Chair, Regional Consortium Coordinating Council 
(RC3), Vice President Incident Management, Wells Fargo 

Information Sharing and Analysis Centers (ISACs) 
Denise Anderson, Chair, National Council of Information Sharing 
and Analysis Centers (ISACs), Vice President, Financial Services 
ISAC 

Morning Session Critical Infrastructure Security and Resilience and 
Cybersecurity Policy Implementation 

 The DHS Integrated Task Force has made significant progress in completing the deliverables 
required by Presidential Policy Directive 21 (PPD-21), Critical Infrastructure Security and 
Resilience, and EO 13636, Improving Critical Infrastructure Cybersecurity. This progress is 
reflected most recently in the near completion of the NIPP 2013: Partnering for Critical 
Infrastructure Security and Resilience that is currently pending transmittal to the White House. 
With the majority of the deliverables required by these two policy directives completed, the 
Critical infrastructure partnership must now transition into the implementation phase. These 
panels will discuss expectations for the public and private sector and potential challenges that 
should be considered in implementing PPD-21 and EO 13636 in a manner that complements 
national preparedness. 

9:30 a.m. – 10:30 a.m. Part A: Critical Infrastructure Security and Resilience and 
Implementation of Presidential Policy Directive-21  
Discuss expectations for the public and private sector and potential 
challenges that should be considered in continuing to implement 
PPD-21 and EO 13636 in a manner that complements national 
preparedness.  
Moderator: Kirstjen Nielsen, President, Sunesis Consulting, LLC  
Panelist: Bob Kolasky, Director, Integrated Task Force, 
Department of Homeland Security  
Panelist: Larry Clinton, Chair, Information Technology SCC, 
President & CEO, Internet Security Alliance  
Panelist: Mike McAllister, Chair, SLTTGCC  
Deputy Secretary of Veterans Affairs and Homeland Security, 
Office of Governor Robert McDonnell  
Panelist: Tom Moran, Vice Chair, RC3,  
Executive Director, All Hazards Consortium 
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10:30 a.m. – 10:40 a.m. Remarks by Acting Under Secretary Suzanne Spaulding 

10:40 a.m. – 10:50 a.m. Break 

10:50 a.m. – 11:50 a.m. Part B: Implementation of the Cybersecurity Executive Order  
Focusing on the implementation of EO 13636, Improving Critical 
Infrastructure Cybersecurity, this panel will examine what has 
been accomplished thus far, as well as next steps for critical 
infrastructure cybersecurity.  
Moderator: Matthew Fleming, Fellow, Homeland Security 
Studies and Analysis Institute  
Panelist: Jeanette Manfra, Deputy Director, Enterprise 
Performance Management, CS&C  
Panelist: Rosemary Leffler, Chair, Communications SCC,  
Director, National Security Policy, AT&T  
Panelist: Mitch Herckis, Director of Government Affairs, 
NASCIO 

11:50 a.m. – 1:00 p.m. Lunch (on your own) 

Afternoon Session   Improving Situational Awareness  
Build enhanced situational awareness so that decision makers have the best available knowledge 
With which to make decisions. Explore current activities to enhance situational awareness during 
steady state and as part of incident response and propose ideas on  how these efforts could be 
further improved with industry government collaboration. 

1:00 p.m. – 2:00 p.m.  Part A: Detection, Prevention, and Mitigation  
Description: Focusing on representative sectors, discussion of the 
use of information to create opportunities for critical infrastructure 
protection and resilience – through thorough analysis and 
application of the range of available threat information in the 
physical and cyber spheres.  
Moderator: Tom Farmer, Vice Chair, PCIS  
Assistant Vice President Security, Association of American 
Railroads  
Panelist: Scott Gorton, Branch Manager, Freight Rail, TSA  
Panelist: Charles Stanley, Senior Analyst, Office of Intelligence, 
TSA  
Panelist: Bill Flynn, Deputy Assistant Secretary, Office of 
Infrastructure Protection  
Panelist: Jim Rosenbluth, Commercial Facilities SCC 
Representative, Managing Director, Cushman and Wakefield  

November 5, 2013 Page 3   2013 CIPAC Plenary Session 
(Agenda Subject to Change)  (Unclassified and Open to the Public) 

  
 

 



Critical Infrastructure Partnership Advisory Council (CIPAC) 
 

Panelist: Jody Wormet, Special Operations Bureau, Division of 
Criminal Investigation, Department of Justice, State of Wisconsin  

2:00 p.m. – 2:10 p.m. Break 

2:10 p.m. – 3:10 p.m.   Part B: Response & Recovery  
Description: The public and private partnership has a number of 
case studies to illustrate how the operational centers come together 
during an incident to respond and recover as well as during steady 
state to build relationships that can assist with the 
response/recovery process. Using specific examples such as Super 
Storm Sandy and the Financial Sector al-Qassam Cyber-Fighters 
(AQCF) Distributed Denial of Service (DDoS) attacks, this panel 
will explore how the partnership works, successes and challenges 
with collaboration and current and future efforts to enhance 
industry-government response and recovery for critical 
infrastructure.  
Moderator: Denise Anderson, Chair, National Council of ISACs  
Vice President, Financial Services-ISAC  
Panelist: Alexander Joves, Director, National Infrastructure 
Coordinating Center, Department of Homeland Security  
Panelist: Larry Zelvin, Director, National Cybersecurity and 
Communications Integration Center, Department of Homeland 
Security  
Panelist: Mark Evetts, Deputy Director, National Operations 
Center, Department of Homeland Security  
Panelist: Robert Farmer, Director of Operations, National 
Response Coordination Center, FEMA  
Panelist: Andy Jabbour, Real Estate-ISAC  
Panelist: Joe Viens, Communications ISAC  

3:10 p.m. – 4:05 p.m.  Priorities for Critical Infrastructure Security and Resilience  
Moderator: Tonya Schreiber, Director, Sector Outreach and 
Programs Division, Department of Homeland Security  

• Open dialogue with Council, GCC, and SCC leadership 
regarding sector priorities that will frame suggested 
national-level priorities  

4:05 p.m. – 4:35 p.m. Public Comment Period 

4:35 p.m. – 4:45 p.m. The Way Forward  

4:45 p.m.   Adjournment 
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